Photo by Vladislav Klapin



m/y LS4

" \n.

" L

FA/LL//?E




WM ANES)

- Testing Specialst 20 years
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% The effects and conseauences
resulfing from the faluce®
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* KSML: Iso tietovuoto - DNA:n
salaiset numerot julki

DNA:n salaiset numerot ovat vuotaneet julki.
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KSML: DNA:n asiakkaiden salaisia
numeroita vuoti julkisuuteen

Tuhansia puhelinoperaattori DNA:n asiakkaiden salaisia numeroita on
vuotanut viime kevaan ja alkukesan aikana julkisuuteen. Sanomalehti
Keskisuomalaisen mukaan tietovuoto sattui jarjestelmapaivityksen

yhteydessa. Julki paasi jopa yli 30 000 salaiseksi tarkoitettua numeroa.

ata leak

u

yvissa Suomen Numeropalvelun tietokannassa,
evat puhelinnumeroita.

Teleoperaattori DNA:n asiakkaiden salaisia puhelinnumeroita paatyi julkiseen
jakeluun kevaan ja kesan aikana, kirjoittaa Keskisuomalainen tiistaina.

Liittymien numeroita oli valiaikaisesti Suomen Numeropalvelun
valtakunnallisessa tietokannassa, josta numeropalveluyritykset saavat
puhelinnumeronsa.

Tietovuoto tapahtui DNA:n jarjestelmapaivityksen yhteydessa.

DNA:n mukaan virhe koski asiakkaita, jotka vaihtoivat liittymatyyppia DNA:n
sisalld huhtikuun 10. paivan ja kesakuun 28. paivan valilla. Operaattori sanoo,
etta nyt kaikkien numeroiden salaisuus on tarkistettu ja varmistettu.

DNA on lahettanyt kirjeen kaikille, joiden numerotiedot ovat voineet muuttua
valiaikaisesti julkisiksi. DNA lupaa my®s hyvitysta asiakkaille, joita vuoto on
koskenut.
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TRIGGER

Bug i code ¢
Incorvect wwerified assumption
Unnaticed during testing



BAOY-GROUND

Customer - \endor

Detalled specs
Detailed test cases
Lack of shared uwdevemvwdivwg
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Brand and customer hit
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IMPACT
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Web senice,
For authenticated users,
Under & phishing aftack
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Phisher hhad access 1o
ANy of our users emails

We did ot have any Mk
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In order to ensure you have rights to the email address, we have
sent an email to youremailaddress@email.com with a
confirmation code. Please enter the code in the email to the
below field.

See that the verification code kUlaGs is shown in email to
know it is sent by us.

[Entercode here } [ Proceed }
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The example service <theexampleservice@gmail.com> 14:21 (7 minutes ago)  v¢ € :
tome ¥
Hi test user,

Your confirmation code is HOIlld

You are getting this message because you are trying to log in to the service. This email is sent as a
confirmation that you are the one actually trying to login.

To complete the login, please enter the confirmation code to the login page.
Make sure the login page contains this verification code kUIaGs.

The code is valid for 30 minutes. If you were not trying to login to the service, your account might have been
compromised. In this case change your password, or contact customer care if that is not possible.
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. \n order to ensure you have rights to the email address, we
have sent an email to youremailaddress@email.com with a
confirmation code. Please enter the code in the email to th
below field.

See that the verification code kUlaGs is shown in email to
know it is sent by us.

Enter code here

Your confirmation code = nbox x

The example service <theexampleservice@gmail.com>
tome v

Hi test user,
Your confirmation code is HOlld

You are getting this message because you are trying to log in to
confirmation that you are the one actually trying to login.
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(Phising attack)
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IMPACT
Customer confusion
Come wnable 10 use the senice
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We were able 10 react
and fix quick
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The cost of defects
5 the cost of their impacts
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Mg b@iwg able 10 velease §

quickly and vequlariy
s offen the
Cheapest option
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Big problems
are otten "edsy




N

Spend time to
Thoughttuly expbre
the Product
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Connection failed!

Unable to connect to host “." " & & |, or the request
timed out.

Be sure that the address is correct and that you have

the necessary privileges, or try increasing the
connection timeout (currently 10 seconds).

MySQL said: Can't connect to MySQL server on

‘"I EE % (61)
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The update..
Mnd an update..
Mnd an update..
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BACYGROUND
Kisk prexention, important

Pmcﬂcm veaction 1o visk,
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IMPACT
Huge customer impact
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mprivement!




But addressing one key

% Impact was ofil missing
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| your-name-here 4M 4 Fﬂ"U\f@ gP@CiM“Gf

With that |

- Fail. d Im open of my failures

- Moid blaming myselt or other people on failure,
and instead take vesponsibiity and ok forwarg

- Effectivel use ditferent means fo minimize the
impact of talures

- Study and seek o understand fallures of all king
and use this learning fo improve the system




THANKS!

Sldes Carvival
Petels and unsplagh
Testing Assembly
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Find me at
nkedin.com/in/anssi



Questions, Commentsé ee e




Question |

Pane \ou identitied o\\n ey things in
back@\roumd that cvmb £5 10 mow? bl@
Failures?



Question |l

Ay other resourtes about failures \ou
would vrecommend?



THANKS!

Clides Carnival
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Testing A%@\Mb\\f

Find me at:
linkedin.com/in/anssil
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