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Hi there, I’m Tuomas!

● A lifetime in the digital business

● QA entrepreneur for a decade+

● DevOps side quest for 5+ years

● Guiding thought:

Focusing on quality and experience 

(both users and creators) spawns 

productivity



What to expect

We will walk through definitions, 

scenarios and example stories.

Focus in this presentation is on ensuring 

business continuity in 

digital services landscape.

~35 minutes for presentation, 

then some for discussion.
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Contents 
What do we mean with unpredictability? 

How to define business continuity?

Quality in software operations -
How to improve resiliency in practice?

Production-grade delivery of 
AI-powered digital services.

Discuss quality assurance and engineering as 
professional capabilities
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Setting the scene

Operations / Production resiliency

Case Study: Generative AI

Quality in the Unpredictable World
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Setting the scene
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“At its best, life is 
completely 
unpredictable.”

-Christopher Walken



Business Continuity?

Technology aspect:

● Ensure operational readiness

● Avoid downtime

● Quickly restore from failure
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Business & innovation aspect:

● Inspire loyalty 

● Keep ahead of the curve

● Know your landscape

● Grow with your creators



Unpredictable world?

Technology aspect:

● “Intelligent”, increasingly complex systems

● Hybrid connectivity, environments and diversity of devices

● Data volume, privacy and evolving legal landscape

Unpredictable world?

Business & innovation aspect:

● Demand for personalization and tailored experiences

● Shift to new business models (e.g. subscriptions, data-driven)

● Expansion and loyalty regarding digital ecosystems



Erosion of Trust

General issue in society 
-
‘Post-truth era’. 

Confusion and 
machine-in-the-loop 
can lead to losing the 
foundation for 
collaboration.

Overpromising and 
frequent delay feed into 
the erosion. 

Calibrate collisions 
between product and 
tech.

Transparency is a two-
edged sword. 

Opacity can shield 
cognitive focus.

Lack of general 
accountability. 

Taking active 
responsibility cascades.



Common dangers

● Preparedness Paradox: Cognitive biases and short-term 

work prioritization

● Inadequate Testing: Disaster recovery and business 

continuity exercises

● Gaps in Planning: Cover all essential IT systems and 

disaster scenarios

● Unclear Roles and Responsibilities: Poorly defined roles 

and insufficient training 



Impact & price

● Downtime Costs: Revenue loss due to halted operations, 

missed transactions, and lost business opportunities

● Recovery Expenses: Unplanned restore, repair and 

emergency IT services

● Regulatory Fines: Non-compliance with industry regulations 

(e.g., data protection laws)

● Contractual Penalties: SLAs or other contractual obligation 

breaches lead to penalties or compensation payments
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Operations / 

Production 

Resiliency
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Business Continuity Key Artifacts

● Risk assessment culture
○ Potential threats and likelihood

● Business Impact Analysis (BIA)
○ Severity and impact to finances etc.

● Business Continuity Plan(s)
○ Strategic frameworks for recovering from disruptions

● Crisis management readiness
○ Communications playbook

● Disaster Recovery Planning (DRP)
○ Practical operations playbook
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Business Continuity Plan

Disaster declaration

Communicate different 
levels of threat realization

Business recovery

Execute plans safely and 
securely

Repeatedly test policies 
and procedures

Pre-disaster plan Post-review and improvement

Update with real 
experiences over time

Emergency response

Protect people, assets and 
critical processes



● Log monitoring and validation across systems

● Alerts, including conditions and routing

● Observability, metrics and distributed tracing 

of application data

● Incident response, communication and 

responsibilities

● Failover, redundancy, restoration and disaster 

recovery

● Self-healing, capacity and automated 

processes

Operational resiliency and capability testing



❖ Majority of alerts tend to be ignored

❖ Alerts are normalized through repetition

❖ Avoid sharing alerts to teams outside of 

responsibility area ‘just in case’ 

➢ Each alert should be actionable

➢ Active review of alert levels and thresholds 

➢ Use human cues - sensory and visual

Monitoring & Alert fatigue
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Case Study: 

Production-grade 

delivery of AI-

powered services



Incidentdatabase.ai

http://incidentdatabase.ai


Usage scenario:

Young people look for personalized, empathetic 

and actionable help for social and emotional 

challenges online.

Quality challenges:

● Empathy, tone and toxicity

● Context sensitivity

● Trust and safety

● Engagement and retention

Case 1: “Dear Doc” Application

Solutions:

● Use mix of evaluation metrics and NLP

● Memory & dynamic model switching

● Red teaming the application

● Gamify and test for freshness



Usage scenario:

Tech researchers use an AI-powered assistant 

to summarize papers from arXiv and other 

sources.

Quality challenges:

● Factual accuracy

● Domain adaptation

● Bias in summarization

● Scalability

Case 2: Summarization assistant

Solutions:

● RAG based references

● Test for terminology and jargon

● Evaluation vs curated dataset

● Divide-and-conquer
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Aspect “Dear Doc” Chatbot Summarization Assistant

Primary 
User Need

Empathetic support and 
guidance

Accurate, concise academic 
summaries

Critical 
Quality Focus

Presence, trustworthiness, 
safety

Factual accuracy, domain specificity

Key 
Risk

Harmful or disengaging 
responses

Misrepresentation of academic 
content

Scalability Challenge Context management for many 
active, growing users

Processing large volumes of 
complex text



● Functional testing
○ Prompts, behavior and feature coverage

● Performance & cost testing
○ Model comparison (e.g. latest GPT vs local Llama)

○ Token usage optimization

● Quality testing
○ Reasoning, logic

○ Factuality, hallucinations, consistency

○ Bias, fairness, ethicality

● Adversarial testing
○ Robustness, safety

○ Prompt injection, manipulative use 

● System testing
○ Agent architectures

○ User experience 

○ Total cost & performance

○ Maintainability

Gen AI / LLM Testing
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New testing paradigms

● AI tends to make information up

● Tools aim to satisfy the users

● LLM creators do not actively take responsibility 

● Safeguards must include reasoning steps 

● Probabilistic testing needs ranges

https://arxiv.org/pdf/2311.09000



● Complexity of LLM models are proportional to their output space

● Conjure malicious attacks and harmful behavior

○ Illegal activities

○ Brand image

○ Data privacy

○ Unauthorized access

○ Responsible AI

● Seek to trigger vulnerabilities by re-framing prompts

● Comprehensive dataset needed

● Scale in all directions

● Specialized strategies

Red Teaming Gen AI Powered Solutions
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QA in The 

Unpredictable 

World



Questions:

● What to do in the face of the changing industry?

● How to take ownership of the narrative regarding QA professionals?

Quality Assurance - Big picture

● QA lays the foundation to risk aversion and management

● QA activities are very efficient in (pre-)development phase

● Operations area quality is rarely considered part of QA focus

● Expectations toward development teams and QA grow all the time
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QA has spread to all areas of the software lifecycle. We 

need to deal with different kinds of drivers. 

In a utopian world, everyone would have the same 

quality goals. 

Continuous Integration / Delivery flow

Development Operations

Incentivised for change Incentivised for stability
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Machine generated work impact on 

skills and capabilities

What will happen to the professions and skill levels in this 
industry when various mechanisms allow for reaching 

satisfactory outputs faster and with less time for 
introspection?



Team structures



Product 
requirements 

Development 
iterations

Operations / 
Production

Developers 
QA engineers 
(Two-pizza team)

Infra engineering

Business analysis

Product requirements

Operations resiliency

Data managementDevelopment specs
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